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Presenter
Presentation Notes
Hi everyone, welcome to RIM 101, Part 1 of 3.I will be your host today; I'm Renée Wilson, and I'm a RIM specialist here at the Utah State Archives.



Please mute your mic. Thank you!

Upcoming Webinars
Register at archives.utah.gov/rim/training.html

• Rim 101 (2 of 3): Records Life Cycle and Retention 
Schedules
Thursday, May 14 with Renée Wilson

• RIM 101 (3 of 3): Format Specifics and Working 
With the Archives
Thursday, May 21 with Renée Wilson

• Updates to Records Laws: GRAMA and Utah 
Expungement Law
Thursday, May 28 with Rosemary Cundiff

Presenter
Presentation Notes
Parts 2 and 3 of the RIM 101 webinar series will take place over the next couple weeks.If you are registered for this webinar today, you're also automatically registered for parts 2 and 3, and you don't need to sign up again. If you know anyone else who would like to register for those webinars, they can do so on our website.We're also having a training on Updates to Records Laws: GRAMA and Utah Expungement Law, that will be the week following part 3, and that will be given by Rosemary Cundiff. You can register for any of these webinars on our website, under Records Management Training. 



Please mute your mic. Thank you!

Welcome!

• Please mute yourself

• To ask questions, use the chat box

• For tech issues, use the chat box

• A link to the slides will be emailed to you,
along with a brief feedback survey

Presenter
Presentation Notes
A couple notes before we get started:Please do mute your microphone. If you're not sure how to do that, please ask in the chat box.Also, if you have any questions or tech issues, please ask in the chat box. We have my brilliant co-worker, Gina Strack, moderating and providing support via the chat.Finally, you will receive a link to the slides, so you will have access to those afterwards.First, please mute yourself. There are going to be a lot of people joining in today, and I don't think it mutes you automatically, so please mute your mic. I also have my co-worker Gina here helping run the webinar, so she may mute you if necessary.If you have any questions, or any tech issues, please use the chat box, and Gina will either reply to you or let me know there's a question.And finally, a link to the slides will be emailed to you, along with a brief feedback survey, so you will have access to the slides afterwards.



Please mute your mic. Thank you!

Presenter
Presentation Notes
We're going to be having some interactive surveys throughout the webinar, so let's try out the process with this test question. If you have a device that can send text messages, or if you're at a computer you can participate.If you're on a cell phone, send a text message to the number 22333. The message should just say STATEARCHIVE240, all one word, no spaces. You'll get a message back that says you joined our session, and then you can send a message back with the letter of whichever answer you pick for this question, and it'll show up magically on the screen.If you're on a computer you can go to the URL listed at the top of the screen and participate that way.So if you haven't done so already, go ahead and grab your phone and send a text. This is completely anonymous and we're not going to judge you for your response.
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What is a record?

Issue: You've inherited a mess
Find existing RIM governance records
Inventory your mess
Agency Functions

Issue: Trying to implement a RIM program
Who's on your team
Legal requirements
RIM benefits

Presenter
Presentation Notes
This is part 1 of a 3-part training that will be given over the next few weeks. This week we'll be talking about getting started with records management, learning about your records, and getting others on board. 
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Record
Utah Code 63G-2-103
(22) (a) "Record" means a book, letter, document, paper, 
map, plan, photograph, film, card, tape, recording, 
electronic data, or other documentary material regardless 
of physical form or characteristics:

(i) that is prepared, owned, received, or retained by a 
governmental entity or political subdivision; and

(ii) where all of the information in the original is 
reproducible by photocopy or other mechanical or 
electronic means

Presenter
Presentation Notes
I'd like to just start out with something really basic, which is the definition of the word "record," because records management is all about records, but learning to identify a record can take a little practice.On your screen is a definition of a record, according to the Government Records Access and Management Act, or GRAMA. (Utah Code 63G-2)You'll notice there are 3 phrases in yellow here. These are the 3 defining elements of a Record:First, a record is a record regardless of whatever format it's in, so it doesn’t matter whether it’s paper or electronic or some other format, it's still a record if it fits these 3 elements. Second, a record is prepared, owned, received, or retained by a governmental entity.And third, a record must be reproducible.
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Definition of a record, as 
defined in GRAMA
• Information (in any reproducible form) prepared, 

owned, received, or retained by a government 
agency.

• Government agencies shall establish retention 
schedules for electronic records 
(Uniform Electronic Transactions Act, Utah Code 46-4-501 (2019))

Presenter
Presentation Notes
 So, to put it in non-legalese, the definition of a record is any information in a reproducible form that is prepared, owned, received or retained by a government agency. This definition includes electronic records, and is also backed up by another part of the law, called the Uniform Electronic Transactions Act, which states that government agencies shall establish retention schedules for their electronic records. So when we say the word "record," we're talking about all records, not just one format.

https://le.utah.gov/xcode/Title46/Chapter4/46-4-S501.html
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Is this a record?

• Contractor’s records

• Social media

• Email

• Databases

Presenter
Presentation Notes
Sometimes it can be tricky to determine whether something is a record or not. For example, your agency may receive, own, or retain records which were created or prepared by another agency, or someone else who is working with your agency. Contractor's records may fall into this category. �Another tricky record is social media: if the content relates to government business and is posted by someone acting as a representative of government, then it’s a record. Hopefully everyone knows by now that email is a record. And then there's databases. 
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Databases 

1. The data held in an agency's database documents 
business functions and transactions

2. The database is not a government record, but 
contains government records

Presenter
Presentation Notes
Databases are technically not records in and of themselves, but they contain records within them. The main thing to know about databases is that 1) the data held in an agency's database documents business functions and transactions, which means the data is records, and  2) the database is not a government record, but it contains government records.
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Databases 

Your database provides structure
for the records it holds.

Presenter
Presentation Notes
You can think of it like this: a database system  is like a cupboard.  A cupboard holds dishes but is not dishes. A database likewise provides structure for the records within it, but is not a record itself. This is why records within a database are referred to as structured data, because the database provides the structure for the records that it holds.
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What is not a record?

• Personal emails and documents that are not work-
related

• Temporary drafts created for personal use

• Books contained in a library

• Junk mail or spam

• Computer programs

Presenter
Presentation Notes
The law (GRAMA 63G-2-103(22)(b) (2019)) also lists some items which are not records, such as: Personal documents that are not related to government business; they're not records, even if they are stored on your work computer or in your work email account, although we highly recommend not storing personal documents on your work computer or work email account. �Temporary drafts are not records if they were created for only personal use. In this instance, "personal" refers to personal while still within one's capacity as a government employee. copyrighted books junk mail and computer programs. ***************************************************************************************Begin by separating records from non-records. Copyrighted materials and reference materials collected by the agency, but created by other entities, are not records and should not be scheduled. Shared records that are maintained by other governmental entities, and not yours, should only be kept until they are no longer needed administratively. Temporary drafts created for only personal use are not records and may be destroyed once a final version is created. Separating records from non-records is an especially critical practice when using email accounts. Separate personal communications and papers from work communications and papers. If you receive personal emails on your work email account, forward them to a personal account and then delete them from your work account; likewise with personal documents. Delete transitory emails as soon as their administrative use has ended (e.g. the scheduled meeting has been held, the document has been received, etc.). Do not employ blanket purging rules, but do not let the volume of email in your account get out of control either; manage your email on a daily or weekly basis. Use labels to help separate email into different groups which can then be managed in bulk.
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Is it a record?

Presenter
Presentation Notes
We're going to play a game throughout this webinar, and the game is called Is It a Record? I'm going to show you a document on the screen, and you have to decide whether it's a government record or not, as defined by the law, what we just went over. So keep in mind, we're not figuring out how long to keep the record, or whether it's permanent or not, we're just figuring out whether it's a record or not.
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Presenter
Presentation Notes
So the first example is an email from a records officer to me, asking about when we can meet.  I replied , then she replied , then I replied. (pause) 
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Presenter
Presentation Notes
So, is this a record? I'll give you a few seconds to text in your decision.(review results)And the answer is, A, yes, this is indeed a record. This email chain would qualify as transitory correspondence, GRS-1759 because it's only needed for a very short period of time and then has no more use.Let's look at one more. 
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Presenter
Presentation Notes
This one looks like an email, it's from Adobe. Something about product updates. Go ahead and take a look for a second. 
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Presenter
Presentation Notes
What do you think? Is this a record?(review results)And the answer is, B, no, this is in fact NOT a record, it is junk mail.I'm going to be sprinkling in more of these examples throughout the webinar, so let's move on to our first RIM issue we're going to look at.
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Presenter
Presentation Notes
And the last one for now, this is a database entry. This is information about a box that lives at the Archives. 
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Presenter
Presentation Notes
So, is this a record?(review results)Yes, this is a record. We'll be doing some more of these questions throughout the webinar. Now that we all know what a record is, let's move on to our first issue.
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Issue: 
You've inherited a mess—
where do you start?

1. Check existing RIM governance records

2. Inventory the records

3. Review agency functions

Presenter
Presentation Notes
Issue: You've inherited a mess. Where do you start?This is an issue that we hear about not infrequently: it could be that you're a new records officer and you've inherited a mess. Or it could be that you're an experienced records officer and have a mess you'd like to address. The mess could be a bunch of boxes of records, maybe it's file cabinets full of records, maybe it's hard drives, or maps, or whatever.The end goal in this situation is to manage the records that make up the mess. There are a lot of different ways you could approach this.There isn't one right way to tackle a project like this. I'm going to talk about three different resources or approaches that could help. These solutions aren't just for new records officers, they can help anyone who wants to get a better handle on their records management.The first thing is… 
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Check Existing RIM 
Governance Records

• Any inventories, transfer sheets, retention schedules 
from previous people
• located on shared drive, in email, with physical files

• Archives website archives.utah.gov/rim/retention-
schedules.html

• State Records Center box report

Presenter
Presentation Notes
The first thing is seeing if there's anything that already exists that might tell you what is in the boxes or on the drive, or what has been done with other records your agency has managed.Looking around in your office, you may find some information that will give you a clue about your agency's records.   It could be inventories, transfer sheets, or other records which could give you a clue about the mess you've inherited. Another good place to look is the Archives website to see what retention schedules your agency has already set up with the Archives. This will come in handy as you start going through those records you've inherited and figuring out what they are, you'll have the retention schedules as a reference. And if you'd ever like a box report from the State Records Center we'd be glad to provide that to you. This can sometimes give a clue as to what records have been sent to the Records Center, how boxes were numbered in the past.These types of records you can collect before looking at any of those records you've inherited, and they'll help you and provide a context as you sort through the mess. 
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Inventory
Series Title Associated 

Function
Retention Disposition 

(Permanent?)
GRAMA designation Location Format(s)

Presenter
Presentation Notes
At some point, in order to address the mess, you're going to have to do an inventory. Taking an inventory means you go through the records, figure out what they are, group them logically if they're not already sorted out, and recording that information in a place you and others can find and use later. Once you've gone through those records and identified them, then from that point you'll be able to determine the next step. A records inventory is a good, fundamental place to start with any records management project. You need to know what records you have, and keep track of them. 
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A Record Series is a Group of Records

Presenter
Presentation Notes
I'm going to throw another definition at you. I talked about sorting the records into groups, if they're not already sorted. What do you call a group of records? A record series just means a group of records. �Everyone organizes their records a little differently, but records are usually organized…  
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A Record Series is a Group of Records

Related in a logical way

• business process

• description

• management

• disposition

Presenter
Presentation Notes
...into groups that are related in a logical way. This could be because  they all document a particular transaction, function, or subject, or they share a relationship based on creation, maintenance, or use, or they're disposed of according to the same schedule.The main thing is that a group of records is called a record series. 
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Inventory

Methods:

• by location (physical as well as digital)
• by type (hard copy, digital)
• by employee

Presenter
Presentation Notes
So, back to our inventory.There are many ways to conduct an inventory. You can tailor the inventory to however works best for you. You may want to start with records in one a specific location, like all the records in one section of your agency, or all the records on one particular drive.Or, you may want to inventory the records by type, starting first with digital records and moving on to physical, or vice versa.Or it may make more sense to inventory records by employee, working with one person at a time to figure out what records they have.The important thing here, is really to determine what method will work best for your agency, then follow that. Decide your process, then do it, and adjust as needed. 
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Inventory 

Presenter
Presentation Notes
In terms of what you'll need to know, there are a lot of questions you can ask about the records, a lot of data you could collect as you review them, like: 
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Inventory 
•What are they?

•Whose are they?

•Why are they? Why do they exist?

•When were they created?

•How are they now used?

•How many are there? Are there duplicates? and

•Where are they stored?

Presenter
Presentation Notes
What are they?Whose are they?Why are they? Why do they exist?When were they created?How are they now used?How many are there? andWhere are they stored?
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Inventory 
•What are they?

•Whose are they?

•Why are they? Why do they exist?

•When were they created?

•How are they now used?

•How many are there? Are there duplicates? and

•Where are they stored?

•Can we read the files? How do we delete them?

Presenter
Presentation Notes
For digital records, you'll also consider:Can we read the files? andHow do we delete them?Because reading and maintaining digital records may involve very specific hardware and/or software, and it's important to know those things.
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Detailed Inventory Form

• Record series title
• GRAMA designation
• Location
• Media/file format

• How long it's kept (retention) and how 
it's stored

• How it's disposed of (disposition)

Presenter
Presentation Notes
As I mentioned, you'll need to document your findings in a form or spreadsheet. The bare minimum information to gather for each record would include: Record series title GRAMA designation location media and file format(s)  how long the record is being kept, aka the retention, and how it's stored and how it will be disposed of.By the way, the picture you're looking at on the screen is of an inventory template that we have on our website, on the Records Management Guidelines and Policies page. The URL will also be included in these slide notes, which you'll receive a link to in an email afterwards. https://docs.google.com/spreadsheets/d/1hXXEbKuK7YJMLBlRvUX8OSdwCbKvhYE2nRXrTdg17Zs/edit?usp=sharingOf course, your inventory can get a lot more detailed than just the bare minimum. 



Please mute your mic. Thank you!

Presenter
Presentation Notes
It can really go as deep as you determine. This is an example of a very detailed inventory. Some additional information you may want to keep track of... 
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• Amount/volume
• Date range
• Quality (esp. if digitized or aged)
• Location environment
• Workflow involved
• Security & accessibility
• Copies: record, duplicate
• Copies: paper, digital
• Originating office
• Legal requirements
• Appraisal value & operational need

Presenter
Presentation Notes
Is all these things.Amount, VolumeDate RangeQuality, especially if the records are digitized or very oldLocation environment—whether digital or analogWorkflow surrounding the creation and use of the records. For example, what function led to the records' creation and what purpose do the records serve?Security & accessibilityCopies: record copy or duplicate copy?Copies: paper vs. electronic You may find parts of a record series only in physical format and other parts only in electronicIf this is the case, both formats need to be kept with cross-referencing between the two so that users know where to find the complete collectionOriginating officeLegal requirements regarding these specific recordsAppraisal value & operational need/retention requirements
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Presenter
Presentation Notes
If this is starting to sound like a lot of work, that's because it is. Or can be. While a greater level of detail will eventually give you great control of your records, it may not be realistic or even possible for you to go into that level of detail in your inventory. You'll need to determine how detailed you want or need to go. And you may need to conduct your inventory in phases.
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● Take a deep breath
● Do what you can
● One step at a time

Presenter
Presentation Notes
As you plan and execute your inventory, Take a deep breath.Do what you can.Take it one step at a time.Archives is always here if you feel stuck or have a question or just need to complain to someone about RIM stuff. It's actually really helpful to hear the challenges you're facing.As you start going through the records, you'll find some things that are not actually records, so let's take another stab at the Is It a Record game. Because if it's not a record, you don't need to inventory it.
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Presenter
Presentation Notes
Here we have a chat between myself and my co-worker Gina. We're talking about website stuff, I think it was redirects. Anyway, take a look. (wait a minute)Everyone done looking?
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Presenter
Presentation Notes
So what do you think? Record?(wait)And the answer is, YES, this is a record. Again, it's transitory correspondence, because we just have to make sure the redirects work and then we don't need it anymore. We may need that code she pasted in, which she said she saved in Trello, but that would be kept separately for my own personal reference. Our administrative need for this record is over.
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Presenter
Presentation Notes
Here's a pretty one. This is a copy of The American Archivist, a journal published by the Society of American Archivists.
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Presenter
Presentation Notes
What do you think? Is this a record?(review results)And the answer is… B, no, this is not a record. It's a professional publication.
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Presenter
Presentation Notes
And one more. This is an outline of this very webinar which you are watching right now. I wrote up the outline and sent it to my fellow RIM specialists for feedback. This isn't actually the final outline, because I've shuffled a few things around since then.



Please mute your mic. Thank you!

Presenter
Presentation Notes
Is this a record?(review results)This is not a record, because it's a draft. 
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Inventorying Electronic 
Records
▪ Map out your business processes

▪ Search all possible locations

▪ Multiple copies and formats

▪ Enlist help

▪ Document findings

Presenter
Presentation Notes
One tricky thing about electronic records is that it's can be hard to find all of them. One exercise which can really help you to understand your agency and your records on a deep, personal level is to map out your business processes, so let's take a look at that. 
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Understanding functions and 
resulting records

Governmental entities exist to carry out the public’s business

Beverly Hills City Council Meeting, undated
http://www.beverlyhills.org/search/website/?Q=government%20council%20meetings%20default

Presenter
Presentation Notes
As we know, governmental entities exist to carry out the public's business. The law defines what particular function or business a governmental entity is responsible to carry out. 
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Common administrative functions

• Human Resources

• Budgeting

• Policy creation

• Accounts Payable and 
Receivable

Understanding Functions

Unique business functions
• Mosquito abatement
• Safety inspection
• Medicaid eligibility screening
• Oversee horse races
• Facilitate economic development in 
the state

Presenter
Presentation Notes
In order to understand your records, you need to know what your agency does and how it does it. To put it another way, to figure out how to manage a record, you need to know why the record exists in the first place.Most agencies have some similar administrative functions, like human resource management, budgeting, and policy creation. These may be centralized for state agencies. Then there are unique business functions which support very specific services, such as mosquito abatement, safety inspection, Medicaid eligibility screening, or overseeing horse race meets in the state of Utah. 
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Functions found in statute or 
ordinances
• Governor’s Office of Economic Development (GOED) 

example:

Presenter
Presentation Notes
Agency functions can often be found in state statute or local ordinances, and often on agency websites. I’ve actually grown accustomed to looking up the law when trying to figure out how long to keep a record, because the law gives me a broad look at the function which results in the creation of the record.As an example, the Governor’s Office of Economic Development (or GOED) has the mandate to “act to create, develop, attract, and retain business, industry, and commerce in the state.” (Utah Code 63N-1-201(3)(d)(2019)) This is one of GOED’s functions. and it's a broad function.There are are specific business processes that occur to fulfill that function. In the case of GOED, they have an incentive program, the Motion Picture Incentives Program, which is mentioned in Utah Code 63N-8-104 (Title 63N, Chapter 8, Section 104), which is one of their processes.The reason for breaking this down and figuring it out is that once we know an agency’s function, we can ask:What are the business processes which contribute to this function? And then, what records are created as a result of these processes?  
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Presenter
Presentation Notes
This is a flowchart which our Chief Records Officer created to figure out all the different records created in process of executing the Motion Picture Incentive Program. I'm not actually going to go through it, but you can see how each step is detailed out, including who's involved, and what records are created or modified at that point in the process. If you'd ever like to try this exercise, I guarantee you will learn something new about your agency and your records. (now skip through the rest of the slides) 
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Presenter
Presentation Notes
The Film Commission receives the applications, garners information about the production company from it, inputs it into their database, then passes the applications to the GOED Board.What records are they creating or maintaining as a result of these processes?Applications, production company profiles, crew and location lists
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Presenter
Presentation Notes
The GOED Board receives and reviews the application, and either approves it or denies it during a board meeting. After that, they pass on the approved applications along with a Board Motion to the Incentives Office.What records are they creating or maintaining?Denied applications, approved applications, Board Motions contained within Board meeting minutes
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Presenter
Presentation Notes
The Incentives Office receives the approved application and the Board Motion, and they execute the contract.What records are they creating or maintaining?Approved applications, Board Motions, and Contracts
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Presenter
Presentation Notes
The Compliance Team enforces the contract by carrying out the terms. They receive proof of compliance from the company.What records are they creating or maintaining?Approved applications, contracts, compliance recordsThe final step is awarding money to the corporations that honor the terms of their contracts. This is done by the Finance Office and results in Award payment records.
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Presenter
Presentation Notes
Can you see how each business process results in records?This is why understanding the functions of your agency is so key (necessary) in order to understand the records of your own agency, and vice versa.
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Analyzing your functions and 
records

What are we missing?

Why are we doing that?

Do we really need it?

Presenter
Presentation Notes
Diagramming your functions and the resulting records can be a great way to get a big picture overview of your records management program and see where different sections or agencies are contributing to the records. It can also help you see where might be a good place to focus on if you’re just starting your agency’s RIM program or if you’re trying to tidy up your retention schedules.As you and your chief administrative officer analyze your agency’s functions, you may find places where you should be creating records but aren't, or you could find places you're creating records unnecessarily. This exercise can show you those potential gaps. 
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Presenter
Presentation Notes
Before we move on to the next issue, let's look a few more potential records. This is an email management guideline which you can find on our website. https://archives.utah.gov/rim/erm/Email%20Management%20Guideline_Revised_11-26-2019.pdf
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Presenter
Presentation Notes
Is this a record?(review results)Absolutely, this is a record.
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Presenter
Presentation Notes
Here is a reimbursement request form, along with a receipt. 
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Presenter
Presentation Notes
Is it a record?(review results)Hopefully this one was easy for you. Yes, this is a record. 
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Presenter
Presentation Notes
Next up, this is an email sent by the executive assistant in the Department of Administrative Services. For the past couple years we've held a virtual bracket for March madness and whomever wins gets to keep the trophy for a year. This email is telling us that the competition is coming up.
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Presenter
Presentation Notes
Is this a record?(review results)Technically, this is a record, because it meets the definition. However, it's very much a transitory email, kind of like emailing out to everyone that the sign-up for the division potluck is on the fridge.
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Issue:
You're trying to implement a 
RIM program, but no one 
seems very supportive

1. Who's on your team

2. Legal requirements

3. RIM benefits

Presenter
Presentation Notes
Now let's take a look at our next issue: you're trying to get records management going, but you're stuck. This is unfortunately not an uncommon issue, and like the first situation, there's no one right answer. Education is key to helping other people understand why RIM matters, but there are a lot of different factors at play in each agency, and agency politics and dynamics will always play into that. Some different considerations to help you answer this question for yourself include: identifying who's on your RIM team legal requirements regarding records and information management and benefits of implementing or improving a RIM program. 
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Your RIM Team

• Every employee contributes to RIM to some 
extent

• RIM involves many roles, not just the records 
manager, though one person may fill many roles

Presenter
Presentation Notes
So who's on your team? I'm not talking about an actual RIM committee, though that would be spectacular if you have one, but every employee contributes to RIM in some way or another, and to understand what support you need, you'll need to know the different roles involved with records management. 
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Elements of a 
RIM program

Management

Presenter
Presentation Notes
Let's start with you, the records officer.The records officer develops and communicates retention schedules for lifecycle management of recordsThey also help develop and implement policies and proceduresAnd they generally focus on the day-to-day RIM activities (like records inventory, transferring records, etc.)***********************************************************“Records management develops and communicates policies, procedures, and guidelines for lifecycle management of an organization’s information assets as discussed in subsequent chapters. Information governance is not synonymous with records management, which focuses on the day-to-day execution of specific operations or activities that involve recorded information. These operations and activities are performed within the strategic framework defined by information governance.”From “The Business Case for Records Management”, William Saffady, Information Management Journal, ARMA International, November/December 2016.
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Elements of a 
RIM program

Management

Presenter
Presentation Notes
Next we have IT, Information Technology. You may or may not have a dedicated IT team.IT is responsible for the infrastructure that supports the actual processing, storing, and retrieving of recordsThey also can provides backup and disaster recoveryAnd they provide the technological expertise to implement RIM policies*************************************************“Information technology creates and operates the technological infrastructure for processing, storage, retrieval, and distribution of an organization’s information assets. It optimizes the utilization of technological resources for cost-effective management of information assets, provides backup protection and disaster recovery capability for recorded information, and provides the technological expertise and support required to implement information management policies developed by other stakeholders.”From “The Business Case for Records Management”, William Saffady, Information Management Journal, ARMA International, November/December 2016.
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Elements of a 
RIM program

Management

Presenter
Presentation Notes
Next up is your legal team or legal counsel.Legal reviews retention schedules for legal acceptabilityAnd they provides opinions and advice about RIM issues*************************************************“Legal affairs is concerned with legal issues and concerns that relate to recorded information. It reviews record retention policies and schedules for legal acceptability. It establishes and communicates policies related to legal proceedings that involve recorded information. It provides opinions and advice to other stakeholders about legal issues related to recorded information.”From “The Business Case for Records Management”, William Saffady, Information Management Journal, ARMA International, November/December 2016.
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Elements of a 
RIM program

Management

Presenter
Presentation Notes
Let's talk about information security next. This applies to both your physical and electronic records.Security protects records against disclosure or hackingThey also monitors potential threats and deal with security breachesIn the case of digital records, security could be the IT team*************************************************“Information security deals with issues related to confidentiality, data protection, and disclosure of an organization’s information assets. It develops and communicates data protection and privacy policies to prevent unauthorized access to recorded information, monitors and evaluates situations or events that may threaten information assets, responds to security breaches that involve recorded information, and works with other stakeholders to identify information assets that require special security arrangements.”From “The Business Case for Records Management”, William Saffady, Information Management Journal, ARMA International, November/December 2016.



Please mute your mic. Thank you!

Elements of a 
RIM program

Management

Presenter
Presentation Notes
Next is compliance.Compliance makes sure an agency’s practices comply with external requirements, like laws, regulations, industry-specific standards or guidelines, etc.Compliance also Investigates or audits potential violations and recommends corrective action*************************************************”Compliance is concerned with ensuring that an organization’s practices comply with external requirements, including laws, regulations, and industry-specific guidelines that specify retention and security requirements for recorded information, and with the organization’s internal policies and directives for creation, storage, distribution, retention, disposition, and protection of information assets. Compliance will investigate suspected violations of organizational policies and present the findings with recommendations for corrective action.”From “The Business Case for Records Management”, William Saffady, Information Management Journal, ARMA International, November/December 2016.
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Elements of a 
RIM program

Management

Presenter
Presentation Notes
Then there's Risk, Risk management.Risk figures out potential risks of any RIM policies or procedures, or any risks to the agency's information assetsYou can see that sometimes these roles may intertwine, especially when it comes to IT*************************************************“Risk management identifies, analyzes, and quantifies risks that may affect, are attributable to, or are otherwise related to creation, storage, retrieval, distribution, disclosure, retention, disposition, or protection of an organization’s information assets. It develops and communicates policies and procedures to mitigate the adverse impact of specific information management policies and practices.”From “The Business Case for Records Management”, William Saffady, Information Management Journal, ARMA International, November/December 2016.
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Elements of a 
RIM program

Management

Presenter
Presentation Notes
And finally, there's the executive director.The executive director is responsible for the creation and implementation of the RIM programAnd the executive director is ultimately the person held accountable if something goes wrongAs you can see, having a strong RIM team involves multiple key players. Your agency may or may not have people dedicated to these various roles, but they're all important to consider.If you're not sure who in your agency holds some of these roles, take some time to identify the missing person. The people who fill these roles will have a higher-level view of the RIM program, and can be your best allies in implementing a successful RIM program.
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Assign & train staff members
• Determine who will

• Track each copy, especially the record copy

• Monitor retention

• Destroy and document

• They need to understand the roles that they play 
in the management of your agency’s records

• Keep instructions simple and clear

Presenter
Presentation Notes
As you figure out who is on your team and who interacts with your records, you'll likely need to make decisions about who does what, which may include assigning recordkeeping responsibilities to staff members, as well as training them.Recordkeeping responsibilities should be assigned to those who have a hand in maintaining the records (whether physically or electronically). There are many tasks that can be delegated, such as tracking the location of each copy, transferring boxes, monitoring retention, and destroying the records as appropriately authorized. We ask, however, that record officers be the ones to contact the State Archives with questions or for assistance, whenever possible. That way records officers can become sources of expertise within their agencies, and information will be disseminated consistently. It is imperative that you train staff members so that they have a basic awareness of the record retention requirements relevant to their jobs. You can be creative in how you train your colleagues, but it doesn’t have to be elaborate. Use terminology that they can relate to and make instructions clear. (Include in onboarding)
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Training ideas
• Show real-world examples of consequences 

(negative or positive) of following (or not) RIM 
policies/procedures

• Share facts during staff meeting or in newsletter
• Post information on the fridge or in bathroom
• Bring chocolate to RIM discussions
• Make it fun / attractive
• Videos with staff acting out situations

Presenter
Presentation Notes
If you do need to train your co-workers, you can be creative about it.One way to do this is to Create a RIM awareness campaign/training for your peersShow them real-world examples of what can happen when records are destroyed or disposed of incorrectly.Share brief RIM facts during staff meetingsPost information on the fridge, in elevators or bathroom stalls, etc.Put it in an email or newsletterUse RIM team to spread the wordBring chocolate (heh)Make it fun/attractiveVideos with staff acting out situations - can be pretty funnyBefore we talk about legal requirements, let look at a couple more records. 
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Presenter
Presentation Notes
This is a file where I keep a lot of notes. I'll make notes here and then any information that needs to be kept as part of another record series is moved over to that other record.
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Presenter
Presentation Notes
So, is this a record?No, it’s a draft. If I didn’t create final versions of these notes it would be a record because I take these notes as part of my job.
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Presenter
Presentation Notes
This is a Google Chat conversation my co-worker and I had one day. (pause)
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Presenter
Presentation Notes
Is this a record?(review results)Well, part of this is work related and part isn't, but overall yes, technically this is a record. Again, it's very transitory.
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Presenter
Presentation Notes
Okay, here is a Google Doc with comments. This is a draft of the guideline we recently posted for documenting the pandemic and significant events. https://archives.utah.gov/documents/significant-events-guideline.pdf(pause)
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Presenter
Presentation Notes
Is this a record?(review results)Since there was final version of the record created, this draft is not a record.
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Legal requirements - Chief 
Administrative Officer
• Establish records management program

• Appoint records officer(s)

• Ensure that they certify annually

Presenter
Presentation Notes
Now let's talk about legal requirements. Helping your co-workers, especially your executive, understand what the law requires will help them understand their responsibilities. If you want an in-depth review of baseline compliance with records laws, I'd also recommend you watch Rosemary Cundiff's presentation from our conference in October. It was entitled Baseline compliance checklist and it's on our YouTube channel. I'll include a link in the notes. It's about 20 minutes long, and she does a great job of showing very clearly what all those baseline requirements are, we're just going to go over a couple of them here. https://www.youtube.com/watch?v=N4jeQrnqD5g&list=PLuejonKYFyvEjiFU4LqkHkrra6EcVlRU3&index=6&t=0sSo, legal requirements of the chief administrative officer. Believe it or not, the Chief Administrative Officer (that's the wording used in the law, it could be your executive director, or your mayor or the board chair), whoever is the Chief Administrative Officer, that person is responsible for Establishing a records management program, as well as Appointing records officer(s) to work with the State Archives and Ensuring that they certify annuallyamong other things.Utah Code 63A-12-103 (2019)
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Legal requirements - records 
officer
• Care and Maintenance

Scheduling and Disposal
Classification and Designation
Providing access
Preservation

• Point of contact for working with the Archives

Presenter
Presentation Notes
The responsibilities of a records officer, on the other hand, might include any of these things.Some governmental agencies, especially state agencies or larger agencies, divide these responsibilities among different records officers. For example, some records officers are responsible for the care, maintenance, and scheduling of records, but they don’t do the classifying or providing access to records. And some records officers only classify records and respond to GRAMA requests. Most records officers, though, have both responsibilities.
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Certifying Annually

• Every records officer (almost)

• Utah Code 63G-2-108

Presenter
Presentation Notes
Another responsibility for each records officer is annual certification. According to GRAMA, every records officer must complete online training and obtain certification from State Archives (except records officers of the Legislature and courts). (Utah Code 63G-2-108)
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Records Access

• GRAMA

• Classifying records

• Responding to 
GRAMA requests 
appropriately

There are 2 ways to certify

Records Management
• PRMA and GRAMA
• Understanding records
• Implementing retention schedules

You only need to take one test each year in order to certify.

Presenter
Presentation Notes
There are two different ways you can certify: one training that focuses on records access, and another training that focuses on records management.Both tests are available to every records officer. You only need to take one test each year in order to certify.We recommend that you alternate them each year, unless you only do one or the other of the responsibilities as a records officer. 
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But we don't just do this 
because the law says so

Presenter
Presentation Notes
But we don't advocate records management just because the law says so.
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Benefits of an active RIM program
• Increased efficiency

• Reduced cost

• Reduced risk

• Increased transparency

• Better documentation of agency and state 
history

Presenter
Presentation Notes
Some of the benefits includeBeing able to find what you need when you need itLess time wasted in searchingLess space taken to store records because you’ve sent them to the State Archives or destroyed themReduced risk and costs associated with data security breaches, litigation, audits, natural disasters, and unlawful records destruction. Establishing and following retention schedules provides a safe harbor in times of litigation and audit. “The retention schedule helps organizations throw out the proper pallets at the proper time and prove the propriety of doing so to anyone who questions them about it.” (John C. Montaña, “What a Records Retention Schedule Is – and Why You Need One”, Information Management Journal, Arma International, March/April 2016)Increased government transparencyBetter documented history of your agency and the state
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Increased efficiency
The more stuff jammed into a closet, the harder it 
is to find that winter scarf when it gets cold. 
Enlarging the closet or building another closet will 
not necessarily make it easier to find that scarf. A 
more efficient approach is to remove the things 
that are no longer needed – like the now-adult 
daughter’s elementary school backpacks and the 
long-unused yoga mats.

Tom Corey, Esq., “ROT or Not?”, Information Management Journal, Arma International, 
July/August 2017
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Reduced cost
Free your office and computer space!

Presenter
Presentation Notes
One 2016 study showed that only 15% of an organization's stored data was business critical; the rest had either an unknown value or was considered ROT (redundant, outdated, or trivial). If that statistic is also true for government agencies, and I'd guess it is, that's a whole lot of space you could free up by creating and using appropriate retention schedules.**************************************************************************************A 2016 Veritas Global Databerg survey shows how pervasive the storage of unneeded information is. Its “Report Finds 85% of Stored Data is Either Dark, Redundant, or Trivial (ROT)” found that only 15% of an organization’s stored data is business critical; the rest has either an unknown value or is considered ROT (redundant, outdated, or trivial).Tom Corey, Esq., “ROT or Not?”, Information Management Journal, Arma International, July/August 2017
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Reduced risk

• Cost of each document stolen in a security 
breach is $221, and the total average cost to 
handle a data breach incident is $7 million

• Fines for recordkeeping/reporting violations

Presenter
Presentation Notes
From another 2016 study, the cost of each document stolen in a security breach is $221, and the total average cost to handle a data breach incident is $7 million dollars. That includes direct costs like investment in technology and legal fees, as well as indirect costs like investigation time and management of breach notifications.I don't know about you, but I don't have an extra $7 million laying around. By the way, if you ever come across a good RIM story that shows either positive or negative consequences of following or not following records management, please send them my way. ****************************************************************************************Ponemon Institute’s “2016 Cost of Data Breach Study: United States” found the cost of each document stolen in a security breach is $221, and the total average cost to handle a data breach incident is $7 million. This calculation included direct costs, such as investment in technologies and legal fees, along with indirect costs, such as investigation time and management of breach notifications.Tom Corey, Esq., “ROT or Not?”, Information Management Journal, Arma International, July/August 2017Per “Clean Air Act Vehicle and Engine Enforcement Case Resolutions” on the U.S. Environmental Protection Agency (EPA) website, the EPA can fine an organization up to $45,268 per day for recordkeeping and reporting violations.Tom Corey, Esq., “ROT or Not?”, Information Management Journal, Arma International, July/August 2017
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Increased transparency
"Sooner or later… the pain of not developing and 
implementing the schedule eventually becomes 
greater than the pain of doing so… So, unless you 
have a great deal of space and a great deal of 
money, you can delay the day when something 
must be done; but you probably cannot avoid it."

John C. Montaña, “What a Records Retention Schedule Is – and Why You Need One”, 
Information Management Journal, Arma International, March/April 2016
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Benefits of an active RIM program
• Increased efficiency

• Reduced cost

• Reduced risk

• Increased transparency

• Better documentation of agency and state 
history

= Business Case

Presenter
Presentation Notes
I like to say that RIM isn’t important until all of a sudden it is.I just want to point out that these assertions can be used to build a business case, which is an argument that you can use with your supervisors or co-workers  to justify getting more support for your records management efforts. (opinions)****************************************************************************************“Revis(ing) the records retention policy and schedule” was listed as one of the “Five Steps In-house Counsel Should Take to Mitigate Information Risk” in ARMA International’s Information Management magazine, July/August 2016 (by H. Kirke Snyder, J.D., IGP).
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Team Effort

● Create a business case to show value of RIM

● Be an expert

● Identify team members

● Certify

● Consult legal/risk/auditor

Presenter
Presentation Notes
It’s really a team effort to get everyone onboard with records management, and the “being onboard” needs to come from the top down. Some ways to help the management be on board:Create a business case demonstrating the value of the records and the risk accrued from destroying them contrary to the retention schedule.Be as expert as you can and identify people that can back you upCertifyGet CAO buy-inConsult legal or risk management or auditorKnow who is on your RIM team and solicit their supportOnce management is on board, then you can spread awareness to your co-workers:
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Questions?

?
Renée Wilson, RIM Specialist, Utah State Archives
reneewilson@utah.gov
801-531-3842

Find your RIM specialist at archives.utah.gov/rim/records-analysts.html

mailto:reneewilson@utah.gov
http://archives.utah.gov/rim/records-analysts.html
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